MAMSATKA JIJI1 OBYUAIOIIMXCA Ob HH®OPMAIIMOHHOM
BE3OITACHOCTH JETEN

HEJIb34

1. Bcem moapsimi cooOmark CBOIO 4YacTHYH HHGpOpMAIUIO (HAcTosmme uMs, (haMUIHI,
tenedoH, aapec, HOMEp MIKOJIbI, a Takke (GoTorpadun CBOU, CBOSH CEMbU U IPY3€i);

2. OTKpbIBaTh BIOXKEHHBIE (DAilJIbI AJIEKTPOHHON MOYTHI, KOT' /1A HE 3HACIIb OTIPABUTEIIS;

3. I'pyOuTh, NIpuaNpaTHCs, OKa3bIBaTh AABJICHUE - BECTH C€0s1 HEBEXKIIMBO U arpeCCUBHO;

4. He pacniopsixaiicsi IeHbraM# TBOEH ceMbU 0€3 pa3peIIeHus CTapIinX - BCETAa CIIpalInBaii
poauTeNneit;

5. He BcTpeualics ¢ IHTepHET-3HAKOMBIMU B PEAJIBHON KM3HU - IIOCOBETYHCS CO B3POCIIBIM,
KOTOPOMY JOBEPSICILb.

OCTOPOXHO

1. He Bce nuuryT npasay. Uuraems o cede Henpasy B IHTepHeTe - coo011u 00 7TOM CBOUM
POIUTENSIM UJTU ONIEKYHaM;

2. IlpurnamaroT nepenuchiBaThCsl, UrPaTh, 0OMEHUBATHCS - IPOBEPH, HET JIM M10/IBOXA;

3. HesakonHoe konmpoBaHue ¢aiiioB B IHTepHETE - BOPOBCTBO;

4. Beernia paccka3sbiBaii B3pOCibIM 0 Ipo0ieMax B CETH - OHU BCEr/la IIOMOTYT;

5. Hcnonp3yil HacTpoilku O€30MacHOCTH M INPUBATHOCTH, YTOOBI HE NOTEPSATh CBOU
AKKayHTBI B COLICETAX U IPYrHX MOpTaIaXx.

MOXHO

1. YBaxaii 1pyrux nojb30BaTesei;

2. [lonp3yenibest IHTEpHET-UCTOUHUKOM - JI€Jail CChUIKY Ha HETO;

3. OTKpBIBali TOJBKO TE€ CCBUIKH, B KOTOPBIX YBEPEH;

4. O0mwaTbCs 3a MOMOIIBIO B3POCIBIM - POTUTENH, OMEKYHBl M aIMUHHCTPALUS CAlTOB
BCErzla IOMOTI'YT;

5. Ilpoitnu o6yuenune Ha caiite "CeTeBUUOK" M MOTyUH MACOPT HUPPOBOrO rpaskIaHruHA!

C KaXIbIM TOJ0M MOJIOJIEKU B MHTEPHETE CTAaHOBUTHCS OOJIbIIE, a MIKOJIBHUKU OJHU U3
caMbIX AaKTHBHBIX TOJb30Baresnell PyHera. Mexay TeM, NMOMHUMO OIpOMHOIO KOJIMYECTBa
BO3MOXKHOCTEH, UHTEpHET HeceT W MpoOjeMbl. DTa MaMsATKa JOJKHA ITOMOYb Tebe Ge30macHo
HaXOJ/IUThCS B CETH.

KomnboTepHbie BUPYChI

KomnbroTepHblil BUPYC - 3TO pa3HOBUJHOCTh KOMIIBIOTEPHBIX MPOTrPaMM, OTINYUTEIbHOM
OCOOEHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTh K pPa3MHOXEHHIO. B JomonHeHune Kk 3ToMmy,
BUPYCHI MOT'YT ITOBPEAUTH WM NOJTHOCTbIO YHUUYTOXKUTD Bce (Dailibl U JaHHBIE, TIOAKOHTPOJIbHBIE
10JIb30BATENI0, OT UMEHH KOTOPOTOo ObLIa 3alyllieHa 3apakeHHast IporpaMma, a TakykKe MoBpPeIUTh
WIN J1aKe YHUYTOXXKUThH ONEPAIMOHHYIO CHCTEMY CO BceMH (ailiamu B 11esioM. B OonbIMHCTBE
CIIy4aeB pacHpOCTPaHSIOTCS BUPYCHI UepPE3 HHTEPHET.

MeToab! 321U THI OT BPEOHOCHBIX MPOrpPaMMm:

1. Wcnons3yid COBpPEMEHHBIE OINEPALMOHHBIE CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHBb
3aIUTHI OT BPEAOHOCHBIX NPOrPamMM;

2. TloctosHHO ycTaHaBinWBail MayTu (LUMQPOBBIE 3aIUIaTKU, KOTOpPbIE aBTOMAaTUYECKU
YCTaHABJIMBAIOTCS C IIEITBIO TOPAOOTKH MTPOrpaMMBbl) U Ipyrue 0OHOBIIEHUS CBOEH ONepalinOHHOM
cucteMbl. CkauuBail UX TOJIBKO ¢ oduimanpHoro cairta paspadorunka OC. Ecnu cymectByer
PEKUM aBTOMATUYECKOTO OOHOBJIEHUS, BKIIIOYH €T0;

3. Paboraii Ha cBOeM KOMITbIOTEpE MO/ IpaBaMu MOJIb30BaTeNs, a He aIMUHUCTPATOpa. ITO
HE TI03BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX ITPOrPaMM MHCTATUPOBATHCS HA TBOEM I1EPCOHATIBLHOM
KOMIIBIOTEPE;

4. Vcnonp3yil aHTUBUPYCHbIE MPOTPaMMHBIE MPOAYKTHl M3BECTHBIX MPOM3BOJIUTENCH, €
aBTOMAaTHYSCKUM OOHOBJIEHHEM 0a3;

5. Orpannyb (hU3HYECKHid JOCTYH K KOMIIBIOTEPY I TOCTOPOHHUX JIMIL;



6. Vcnionp3yli BHENIHUE HOCUTEM WHGOPMAIMH, TaKue Kak Quiemika, JUCK uiu (aitn u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBaii KOMITbIOTEPHBIC (DAiiIbl, TOJYYCHHBIC U3 HEHAJIC)KHBIX HCTOYHUKOB. J[axke
Te (paiibl, KOTOpPBIE PUCIIAT TBOW 3HAKOMBIN. Jlydile yTOYHM y HEro, OTIPaBIISI JIU OH Te0e UX.

Cern WI-FI

Wi-Fi - 370 He BuA nepeaayn TaHHBIX, HE TEXHOJIOTHS, a BCETO JUIIb OpeH, Mapka. Emie B
1991 romy Huumepnanjackas kommaHus 3apeructpupoBaiia opera "WECA", uyro o6o3Havaiio
cioBocouetanue "Wireless Fidelity", koTopblii mepeBoauTcs Kak "GecripoBoAHAs TOYHOCTH'.

Jlo wHamero BpeMmMeHH Jouuia jpyras abOpeBuarypa, KOTOpas SBISETCS TaKOH Ke
TexHosorueit. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha CTAHAAPT
BhICIICH 3BykoBoM TexHuku Hi-Fi, uTo B mepeBoie 03HavaeT "BrICOKAst TOYHOCTH'.

Ja, GecryiaTHBI MHTEPHET-AOCTYN B Kade, OTeNAX W adpONopTax SBISIETCS OTIUYHOM
BO3MOXKHOCTBIO BbIX0/1a B UHTepHET. Ho MHOTHE 3KCTepThl cCUUTaloT, 4To 00menoctymnubie Wi-Fi
CETH HE SIBIISIOTCS OC30TIaCHBIMHU.

CoBetbl 110 06€30MmacHOCTH PabOThI B OOIIEAOCTYIHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro InuHyro nHpopManuto depes odmenoctynusie Wi-Fi cern. Paboras
B HUX, XeJIaTeJIbHO HE BBOJUTH MApOJIU JOCTYIIA, JJIOTHHBI U KaKUe-TO HOMepa;

2. Wcnonb3yit 1 OOHOBIIAN aHTHBHPYCHBIE MPOTPaMMBI U Opanmmayep. Tem cambIM TbI
o0e3omnacuiib cedst OT 3aKaYyKH BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu wucnomp3oBanuu Wi-Fi otkmroun Qynkmuro "OOmmit goctyn K Qaiimam u
npuntepam". JlanHas GyHKIUS 3aKpbhITa MO YMOIYaHHIO, OJHAKO HEKOTOpBIE IMOJIb30BATENN
aKTUBUPYIOT €€ AJIsl y100CTBA UCII0JIb30BaHUA B paboTe niau yueoe;

4. He ucnonw3yit nyoaumuneridi WI-FI qis mepenaym JWYHBIX JaHHBIX, HapUMED, IS
BBIXO/Ia B COIIMAJIbHBIE CETU WX B AJIEKTPOHHYIO [IOUTY;

5. Ucnonb3yi Tonbko 3amuienHoe coeaunenne uepe3 HTTPS, aue HTTP, 1.e. mpu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOunbsHOM Tenedone otkimoun ¢pynkuuto "loaxmouenue k Wi-Fi aBromaruueckn".
He nomyckaii aBToMaTu4eckoro nojakiIoueHus ycrpoicrsa k cetsim Wi-Fi 6e3 TBoero cornacusi.

ConmnanbHble ceTH

ConuanbHble CETH aKTUBHO BXOJSAT B HAIlly )KM3Hb, MHOTHE JIIOJU PaOOTAIOT U KUBYT TaM
nocTossHHO, a B Facebook yxke 3aperucTpupoBaH MUILTHAp] YEJIOBEK, YTO SIBISIETCS OIHOM
celbMOM BCEX KHUTeNed IIaHeThl. MHOTME MOJb30BaTeI HE MOHUMAIOT, YTO HHGpopMaius,
pasMelleHHas UMH B COLIMAJIbHBIX CETAX, MOXKET ObITh Haii/leHa U UCIOJIb30BaHA KEM YrOIHO, B
TOM YHCJIE€ HE 0053aTeIbHO ¢ OJIarMMH HAMEPEHUSIMH.

OCHOBHBIE COBETHI IO OE30MACHOCTH B COLIUANBHBIX CETAX:

1. Orpannyb CIUCOK Jipy3ei. Y Te0s B IPy3bAX HE JOJKHO OBITH CITy4ailHBIX M HE3HAKOMBIX
JIIOICH;

2. 3amuiaii cBOIO 4acTHYIO kU3Hb. He yka3biBail mapoiu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS W JIPYTYI0 JUYHYIO WH(GOpMAaIMo. 3JI0yMBIIUIEHHUKA MOTYT HCIIOJIBb30BaTh JaXe
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJIUTEIN TUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3. amuiaii CBOIO penmyTaluio - IePKH €€ B UUCTOTE U 3a/1aBail cebe BOMpocC: XOTel Obl Thl,
YyTOOBI JpPYyrue IMOJb30BaTEeNU BHUJEIH, 4YTO Thl 3arpyxaemb? [lomymail, mpexae 4yeMm 4YTO-TO
OIyOJIMKOBATh, HAITUCATD U 3arPY3UTh;

4. Ecniu ThI TOBOPHULIB C JIFOJIBMH, KOTOPBIX HE 3HACIIb, HE UCIIOIb3YH CBOE PEATbHOE UMSI U
JPYTyIo JUUHYIO0 HH(OPMAIMU: UM, MECTO JKUTEIBCTBA, MECTO Y4eObl U poYee;

5. U36eraii pazmemienus ¢pororpaduii B UuTepHere, r1e Thl n300pakeH Ha MECTHOCTH, T10
KOTOPOM MO>KHO OIPENETUTH TBOE MECTOIIOJIOKEHNUE;

6. [Ipu peructpanuu B CONMAIBHON CETH HEOOXOAMMO HCIIOIB30BaTh CIIOXHBIE MapOJIH,
cocrosure u3 OykB U U(pP U ¢ KOJTUIESCTBOM 3HAKOB HE MEHEeE §;

7. st coUMambHOM CETH, TIOYTHI M JIPYTUX CAHTOB HEOOXOJMMO HCIIOIh30BaTh Pa3HbBIC
naposu. Toraa ecnu Te0s B3JIOMAIOT, TO 3J0YMBIIUICHHUKU MOIYy4YaT JOCTYIl TOJIBKO K OJHOMY
MECTY, a HE BO BCE cpa3y.



JJIeKTPOHHBIE IeHbI' |

DJEeKTPOHHBIE JEHBI'H - 3TO OYEHb YHAOOHBIN CrOCO0 IaTexel, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT MOJIYYUTh 3TH JIC€HBIU.

DJIEKTPOHHBIE JIEHBIM TOSIBUJIMCH COBCEM HEIABHO M MMEHHO M3-3a 3TOT0 BO MHOT'HX
rocyJapcTBax J10 CUX IOp HE MPONUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHU (QYHKIIMOHHPYIOT U O HUX YK€ MPOIUCAHO B 3aKOHE, IJI€ X Pa3JIeNSIOT
Ha HECKOJIbKO BHJIOB - aHOHUMHBIE U HE AHOHMMHBIE. Pa3HUIla B TOM, YTO AHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaeTcss MPOBOJUTH Omepanuu 0e3 HICHTUPUKANUN [OJIh30BATENs, a B
HEAaHOHHUMHBIX UACHTU(UKALIVS TT0IH30BATENS SBISETCS 00s13aTEIbHOM.

Takxe cieqyer paznuvarh 3JIEKTPOHHBIC (UATHBIE ICHBIU (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHbBIE HE(HUATHBIE IEHBI'H (HE paBHBI TOCYJApPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI TI0 O€30MaCHOI paboTe ¢ IEKTPOHHBIMH JJCHbIaMHU:

1. IlpuBsku K cueTy MOOWJIBHBIN TenedoH. DTO camblii yIOOHBIH M OBICTPBIM CIOCOO
BOCCTAQHOBUThH JOCTYN K cyery. l[lpuBsizanHblii TenedoH mOMOXeT, eciu 3alyaemsb CBOMH
IJIATEKHBIN [1apOJIb WIIU 3alIelIb HA CAalT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonw3yit onHopa3oBeie maposu. [locie nmepexona Ha yCUIIGHHYIO aBTOPU3ALMIO TeOe
yke He Oy/IeT yrpoKaTh OMAaCHOCTh KPa)XH WIIU TiepexBaTa IIaTeKHOTO MapoJis;

3. BeiOepu cioxxusiii naposns. [Ipectynmaukam OyneT He MPOCTO yrajaTh CIOKHBINA Mapoib.
Hanexxnbie maponu - 3TO maposiv, KOTOPbIE COAepkKaT He MEeHee 8 3HAKOB U BKIIIOYAIOT B ceOs
CTPOYHBIE U TIPOTTUCHBIC OYKBBI, TU(PHI K HECKOJIBEKO CUMBOJIOB, TAKME KaK 3HAK J0JUIapa, QyHTa,
BOCKJIMIIATEIbHBIN 3HAK U T.I. Harpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC JJAHHBIE HA CaiTaxX, KOTOPHIM HE JOBEPSCIIIb.

DJIEKTPOHHASA MOYTA

DJEKTPOHHAs [0YTa - 3TO TEXHOJOTHUS U MPENOCTABISEMbIE €10 YCIYTU IO MEPEChUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOILIECHHUH, KOTOpBIE paCHpEAeNsioTCs B KOMIBIOTEPHOH CeTH.
O06b1uHO AIEKTPOHHBIN MOYTOBBIN SITIAK BBITJISIIAT CJIEYIOIUM oOpa3zom:
UMs_TIONb30BaTeNA(@HUMs_TOMEHa. Takke Kpome Tepeqayd MpPOCTOro TEKCTa, HMEeeTcs
BO3MOXKHOCTb MepeaaBaTh (paiibl.

OcHOBHBIE COBETHI IO O€30MAaCHOM paboTe ¢ IEKTPOHHOM MOUTOM:

1. Hano BBIOpaTh MpaBUIIBbHBIM MOYTOBBINA cepBUC. B MHTEpHETE €CThb OrPOMHBIN BBHIOOD
OecIIaTHBIX MOYTOBBIX CEPBHUCOB, OJJHAKO JIyUIlle JOBEPATh TEM, KOTO 3HACIIb M KTO MEPBBINA B
peuTHHrE;

2. He yka3bpiBail B IWYHOW mouTe JU4YHYIO uHPopMaruio. Hampumep, mydiie BbIOpaTh
"My3bIKasbHbIN _(paHat@" wiun "pokx2013" Bmecto "temal3";

3. Wcnonp3yil ABYXATAlHYI0 aBTOPU3ALMIO. DTO KOrja MOMUMO MapoJisi HY>KHO BBOJUTH
KO/, IpUChITIaeMbIi 1o SMS;

4. BoiOepu cioXHBIH Taposib. [ KaXJOro MOYTOBOTO SIIMKA JIOJDKEH OBITh CBOM
HAJCKHBIN, YCTOWYUBBIN K B3JIOMY IIapOJIb;

5. Ecim ecTh BO3MOXHOCTh HAamucaTb CaMOMY CBOW JIMYHBIA BOMPOC, MCHOJIB3YH ATy
BO3MOKHOCTB;

6. Hcnonb3yil HECKONBKO NOYTOBBIX AIMMKOB. [lepBbIil Ajie 4acTHOM mMepenucKku ¢
ajZipecaTamMH, KOTOPBIM Thl JOBepsellb. JTO 3JIEKTPOHHBIM aJpec HE HaJ0 MCIOJIb30BaTh MPHU
peructpanuu Ha Gopymax U caTax;

7. He oTkpbIBaii (haitsibl U APyTHE BIOKEHUS B MUChMaX, 1a)Ke €CIIM OHH MPHUIILTH OT TBOUX
npy3ei. Jlydie yTouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (aiiisr,

8. Ilocne oxoHuaHUs pabOTHI HA MOYTOBOM CEPBUCE IMEPE 3aKPhITHEM BKIIAIKU C CaTOM
He 3a0y/b HakaTh Ha "BeriiT".

KuOepOy/utMHT MM BUPTYaJibHOE M3/1€BATEJIbCTBO

KubepOymnuHr - npecienoBaHie COOOIEHUSIMU, COIEPKAIMMU OCKOPOJICHHUS, arpeCcCHIo,
3allyTMBAaHUE; XYJIUTAHCTBO; COLMAIbHOE OOMKOTHPOBAHME C TIOMOIIBIO PA3IUYHBIX WHTEPHET-
CEPBUCOB.

OCHOBHBIE COBETHI 110 OOPKOE C KHOEPOYILTUHTOM:



1. He G6pocatics B 60#i. JIy4mmii crioco0: mocoBETOBATHCS Kak ce0s BECTH M, €CJTU HET TOTO,
K KOMY MOXHO OOpaTHTbCS, TO BHAdaje YCHNOKOWThCS. Eciam Thl HayHENb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHUSI, TO TOJIBKO elle 0O0JIbIIe pa30ioKelb KOH(IUKT;

2. Yrpagisii cBoel KubeppenyTarmeii;

3. AHOHMMHOCTH B ceTd MHHUMas. CyIIecTBYIOT CHOCOObI BBISICHUTb, KTO CTOUT 3a
AQHOHUMHBIM aKKayHTOM;

4. He cTout BecTH XyJIMTaHCKUU o0Opa3 BUPTyalbHOH >ku3HU. HTEpHET (PUKCHpPYET Bce
TBOU JICUCTBUS U COXPAHSACT UX. Y TAJIUTh UX OYyAET KpailHe 3aTpyIHUTEIbHO;

5. Co0ro1aii CBOIO BUPTYIBHYIO Y€CTh CMOJIOJY;

6. Urnopupyit enunnunbiii HeratuB. OHOPa30BbIe OCKOPOHUTEIbHBIE COOOIICHUS TydIle
UrHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcst Ha Ha4aIbHOM CTaINH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMU, B COITUAIBHBIX
CETSIX €CTh BO3MOKHOCTb OJIOKMPOBKHU OTIIPABKU COOOIICHUN C ONPEIETICHHBIX aJI[PECOB;

8. Ecmm T1B1 cBugerens kubepOywimHTa. TBOM JCHCTBHS: BBICTYIUTH IPOTHB
npecieoBareis, MoKa3aTb €My, Y4TO €ro JACHCTBUS OLEHUBAIOTCS HEraTHMBHO, IOJAEP’KATh
XKEPTBY, KOTOPO HYKHA TICUXOJIOTHYECKasi HOMOIIb, COOOIIUTE B3POCIBIM O (haKTe arpecCUBHOTO
MOBEJICHUS B CETH.

MoOuabHbIi TesiedoH

CoBpemenHble cMapT(HOHBI U TUTAHIIETHI COJIEPKaT B cebe BIOJIHE B3POCIbIA (DYHKIIMOHAT,
U TENepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAallMOHAPHBIMH KoMIlbioTepamu. OIHAKO, CPEACTB
3aIUTHI 715 TOAOOHBIX YCTPOMCTB MOKA OYEHb Maio. TeCTUPOBAaHUE U TIOUCK YSI3BUMOCTEH B HUX
MIPOUCXOAUT HE TaK HHTEHCUBHO, Kak 171st [ 1K, To jxe camoe kacaeTcsi 1 MOOMJIBHBIX MPUITOKEHHM.

CoBpemeHHbIE MOOMIIbHBIE Opay3epbl yKe MPaKTUYECKH JOTHAIM HACTOJIbHBIE aHAJIOTH,
OJTHAKO paciupeHne (yHKIHOHANA BJIE€YET 3a CO0O0W OOJNBIIYIO CIIOKHOCTb M MEHBIIYIO
3AIUIIEHHOCTb.

Jlaneko He Bce NMPOU3BOAUTENN BBIMYCKAIOT OOHOBJIEHMSI, 3aKPbIBAIOLINE KPUTHYECKUE
YSI3BUMOCTH JIJIs1 CBOUX YCTPOMCTB.

OcCHOBHBIE COBETHI JIst 0€30MacCHOCTH MOOMIIBLHOTO TenedoHa:

Hudyero He siBisercs mo-HacTosimieMy OecruiaTHBIM. Bynb ocTopoxeH, Belb kKoraa Tebe
npeiaratoT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO TJIaTHBIE YCIIYTH;

Hymaii, mpexxae ueM oTnpaButb SMS, poto unu Buaeo. Tol TOUHO 3HAEIIIb, T/I€ OHU OYAYT
B KOHEYHOM HUTOTE?

Heo0xoauMo 0OHOBISTH OMEPAIMOHHYIO CUCTEMY TBOETO cMapT(hoHa;

Hcnionb3yit aHTUBUPYCHBIE TTPOTPAMMBI JIJIst MOOHMIIBHBIX TelIe(DOHOB;

He 3arpyxaii npuiaoKeHHUs OT HEU3BECTHOTO HCTOYHMKA, BEAb OHM MOTYT COAEpKaTh
BPEIOHOCHOE MPOrpaMMHOE 00€CIIeYeHUE;

[Tocme Toro kaxk THI BBHIMJAEHIb C caifTa, TJAe BBOAWI JIMYHYIO HH(OpPMAIHMIO, 3aiiu B
HACTPOUKH Opay3epa U ynaiau cookies;

[lepunonnuecku npoBepsiid, KaKue TUIATHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBail cBoif HOMep MOOMIBHOIO TeleOHa TOJIBKO JIIOJSM, KOTOPBIX Thl 3HACLIb U KOMY
JIOBEpsICIIb;

Bluetooth momken ObITH BBIKJIFOUEH, KOTJIa Thl UM HE TOJIb3yelbesi. He 3a0biBail nHOT/1A
MIPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHbIE OHJAWH-UTPBl - O3TO KpaCOYHbIC, 3aXBaThIBAIOLME pa3BJICUCHUS,
00BEIMHSIONINE COTHHU THICSY YEJIOBEK MO BceMy MHpPY. VTpoKu MCCIeAYIOT JaHHBIM UM MHP,
00IIArOTCS IPYT C APYTOM, BBITIONHSIOT 3aJaHHsl, CPAXKAIOTCS C MOHCTPAMH U MOTYYalOT OMBIT. 3a
yI0BOJIbCTBUE OHU ILJIATST: MOKYMAOT JMCK, OIJIAYMBalOT a0OHEMEHT WM MPUOOPETAI0T KaKue-
TO OIILIHH.

Bce atu cpeactBa uayT Ha mojepKaHue U pa3BUTHE UTPbI, a TAK)KE Ha caMy 0€3011aCHOCTD:
COBEPIIICHCTBYIOTCS CHCTEMbI aBTOPHU3AIlMH, BHIMYCKAIOTCS HOBBIE MaTud (IU(POBBIE 3aIJIaTKU
JUISI IPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.



B nomoOHBIX urpax CTOMT OmacarbCsi HE CTOJIBKO CBOMX COINEPHUKOB, CKOJBKO KpPaxH
TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3ALUU OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 OE€30IIACHOCTH TBOETO UTPOBOT'0 AKKAYHTA:

1. Eciiu npyroit urpox BeneT ceds II0X0 WK co3aeT Tede HEMPUATHOCTH, 3a0JI0KUPYH ero
B CIIUCKE UTPOKOB;

2. Iloxainyiics agMUHUCTPATOpPaM UIPhI Ha IIJIOXO€ IMOBEJEHUE ITOI'0 UIPOKA, JKEIATEIbHO
IPUIIOKUTH KaKHe-TO JI0Ka3aTeNbCTBA B BUJIE CKPHUHOB;

3. He ykaspiBaii 1nuHyto HHPOpMAIUIO B Ipodaiiine urpsl;

4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBaii HeO(UIIUAIBHBIE TATYH U MOJIBI;

6. Mcnonb3yl CI0KHBIE M pa3HbIE MTAPOJIH;

7. Jlaxe BO BpeMs WUIpPbl HE CTOMT OTKJIKOYaTh aHTUBHMpYyC. IIoka Tl urpaems, TBOU
KOMIIbIOTEP MOTYT 3apa3uTh.

@OUIIMHT WIH KPaKa JHYHbIX JaHHBIX

OObI4HOM Kpakel IeHer U JOKYMEHTOB CEro/iHs YK€ HUKOI'0 He YAMBHILb, HO C pa3BUTHEM
MHTEPHET-TEXHOJIOTUH  3JIOYMBIIIJICHHUKH [EPEMECTUINCh B HHTEPHET, U IPOJOJIKAIOT
3aHUMATHCA "TIOOUMBIM" 1EJIOM.

Tak mosiBHIIach HOBasi yrpo3a: MHTEPHET-MOUICHHUYECTBA WM (DUIIWHT, TJIABHAS LENb
KOTOPOI'O COCTOUT B IOJYYEHMH KOH(PHIEHIMAIbHBIX JaHHBIX I0Jb30BaTENIeH - JIOTMHOB U
naposieii. Ha anrnmiickom si3pike phishing unraercs xak ¢ummar (ot fishing - peiOHas oBis,
password - 1mapoJb).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUIITMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl mosio3peBaeliib, 4YTo TBOSI aHKETa Obljla B3JIOMaHa,
TO HEOOXOAMMO 3a0JI0KHPOBATh €€ U COOOLIUTh aAMUHUCTPATOpPaM pecypca 00 3TOM KaKk MOXKHO
cKopee;

2. Ucnonb3yii Oe3onacHble BeO-CailThl, B TOM YMCII€, HHTEPHET-Mara3uHoB U MOUCKOBBIX
CHUCTEM;

3. Wcnonb3yii ClIOXKHBIE W pa3Hble mapoiu. TakuMm oOpa3oMm, eciau TeOs B3JIOMaroT, TO
3JI0YMBIIIJICHHUKH [TOJy4aT JOCTYH TOJIBKO K OJTHOMY TBOEMY NMPO(UIIO B CETH, @ HE KO BCEM;

4. Ecnu Tebs B3OMaIM, TO HEOOXOAMMO MPENYNPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPbHIE
nobaBiieHb! y TeOs B IpY3bsIX, O TOM, YTO T€Os B3JI0OMaJld U, BO3MOXHO, OT TBOETO UMEHH OyJeT
pacchLIaThCsl CllaM U CChUIKM Ha (PUILIMHTOBbIE CaliThI;

5. Ycranosu HazexHbli naposs (PIN) Ha MOOMIBHBIN TenedoH;

6. OTKIIIOYH COXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpbIBaii (hailinbl ¥ Ipyrue BIOXKEHUS B MUCbMaX, Aa)Ke €CIM OHM MPUIIUIA OT TBOUX
npy3eit. Jlydiie yTouyHu y HUX, OTIPABIISUIN JIM OHU Te0e 3T (ailibl.

Hudposas penyranus

[Mudposast penyranus - 3TO HEraTMBHAas WM MO3UTHBHAs MH(OpMalus B ceTu o Tele.
Komnpomerupyromas uHpopmanus, pa3MelieHHas B MHTEPHETE, MOKET Cephe3HbIM 00pa3oM
OTpa3uThCs Ha TBoeH peanbHON xu3HU. "lludposas penyranusa" - 3To TBOW MUMHIK, KOTOPBIN
dopmupyercst u3 uHdopMalu o Tebe B MHTEPHETE.

TBoe MecTo XKUTENbCTBA, Y4eObl, TBOE (PUHAHCOBOE MOJIOKEHHE, 0COOCHHOCTH XapaKTepa U
pacckasbl 0 OJM3KUX - BCE 9TO HAKAIJIMBACTCS B CETH.

MHorue moapoCcTKu JIETKOMBICIEHHO OTHOCSTCS K MyOIMKAuu JUYHOW MHGOpManuu B
WuTtepHere, He TOHUMasi BO3MOXHBIX MOCeACTBUH. ThI Aake He CMOXKEIb J0raaTbCs O TOM, YTO
¢dortorpadus, pasmelieHHas 5 JeT Ha3a/l, cTaja MPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pa3menienue TBoux ¢otorpaduil u qpyrue AeWCTBUS MOTYT HE UCUE3HYTh
JlaXe MOcJIe TOro, KaK Thl UX yJalIUIIb. Thl HE 3HaelIb, KTO COXpaHWII 3Ty HH(OpMalIKIo, Ionana
JM OHA B IOHMCKOBBIE CHCTEMBbl M COXPaHWJIACh JM OHA, a TJaBHOE: YTO MOAYMaioT o Tebe
OKpY’KalollMe JIOAHU, KOTOpble HallyT U yBUAAT 3T0. Hailtu nHdopMamuio MHOro JeT crycrts
CMOXeET JIF00OH - KaK U3 JOOPBIX MOOYKACHUH, TaK U C HAMEPEHUEM MTPUYUHHUTD BPE. ITO MOXKET
OBITH KTO YTOJTHO.



OCHOBHBIE COBETHI 110 3alTUTE IU(POBON peryTaIuu:

1. Ilomymaii, mpexxae 4em 4YTO-TO MyOJMKOBaTh W IepenaBaTh y ceOs B Oiore win B
COIIMATLHOM CETH;

2. B Hactpoiikax mpo¢wis yCTaHOBH OTPaHMYECHHS HA MPOCMOTP TBOETO MPOMUIS U €ro
COAEP)KUMOTO, CIIeai ero TOJbKO "1 1py3en";

3. He pa3mernaii u He yka3bIBail HH(QOpPMAIIHIO, KOTOPasi MOXKET KOr0-TH00 OCKOPOISITh UITH
00MXKaThb.

ABTOpCKOE IPaBO

CoBpeMeHHbIE HIKOJIbHUKH - aKTUBHBIE 110JIb30BATEIN HUPPOBOro npocrpaHcTBa. OHAKO
JIAJIEeKO HE BCE 3HAIOT, YTO IMOJIb30BAaHUE MHOTHMH BO3MOXHOCTSIMH LU(GPOBOro mMupa Tpedyer
COOJIIOJICHMS ITPAB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.

TepmMuH "MHTEIJIEKTyallbHasi COOCTBEHHOCTH"' OTHOCHUTCS K PAa3JIMYHBIM TBOPEHUAM
YeJI0OBEYECKOr0 yMa, HauMHas ¢ HOBBIX M300peTeHU U 3HAKOB, 0003HAYAIOIINUX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, M 3aKaH4MBasg KHHUTamu, QoTtorpadusimMu, KUHODWIBMaMU |
MY3bIKaJIbHBIMU [TPOU3BEACHUSAMHU.

ABTOpCKHE IIpaBa - 3TO IIpaBa Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HaYKH, JIUTEPaTypbl U UCKycCTBA. ABTOPCKHE IpaBa BHICTYNAIOT B Ka4eCTBE FAPAaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyIeT HampacHBIM, JacT €My CIIpaBeIJIHBBIC
BO3MOXKHOCTH 3apa00TaTh Ha pe3ylbTaTaxX CBOEro TPpyZa, NOJYYUTh U3BECTHOCTb U NPU3HAHUE.
Huxkro 6e3 paszpemieHust aBTopa He MOKET BOCIIPOM3BOIUTH €TI0 IPOU3BEIEHUE, PACIIPOCTPAHSITD,
nyOoJIMYHO JIEMOHCTPUPOBATh, IPOAABATh, HWMIOPTHPOBATH, IyCKaTb B MPOKAT, MYyOJINYHO
UCTIOJIHAT, IOKA3bIBATH/UCIIOIHATE B A(Hpe WM pazmemaTs B IHTepHeTe.

Hcnonb3oBanue "Muparckoro” mporpaMMHOrO o0ecreueHus MOXKeT MPUBECTH K MHOTMM
pUCKaM: OT NOTEpPH JaHHBIX K TBOMM aKKayHTaM 10 OJIOKMPOBKHM TBOEIrO YCTPOWCTBA, IJi€
yCTaHOBJICHA HeJeranbHas nporpamma. He cTouT Taxke 3a0bIBaTh, UTO CYILIECTBYIOT J€TaJIbHbIE
u OecIIaTHbIE TPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprane

CereBUYOK.p( - TBOM TJIaBHBIM COBETUMK B CETH. 3/1€Ch Thl MOKEIIb Y3HATh O 0€30MaCHOCTH
B CETU IOHATHBIM W JOCTYIHBIM S3BIKOM, @ IIPM BO3HUKHOBEHUM KPUTUYECKOM CHUTyaluu
00paTUThCS 32 COBETOM. A TakKe NMPUHATh Y4acTHE B KOHKYpCaxX M CTaTb CaMbIM IIU(PPOBHIM
rpakJJTaHUHOM!



